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5.1 Intr oduction

In the competitive world of microprocessodesignandmanufcturing,rapidadwancementsanbefa-
cilitated by learningfrom the componentsnadeby one’s closestrivals. To make this possible Orisar
Inc. (formerly Semiconductosights)providesreverseengineeringservicedo integratedcircuit (1C)
manufcturers. The procesgproducesa circuit diagramfrom a chip andallows the manugcturerto
learnabouta competitors product. Theseservicesarealsousedto determindf ary intellectualprop-
erty infringementshave beencommittedby their competitor

Reverseengineeringf integratedcircuitis madedifficult by theshrinkingform factorandincreas-
ing transistordensity To performthis complex task Orisarinc. employs sophisticatedechniquego
capturethedesignof anic. Electronmicroscopehotographycaptures detailedmageof anic layer.
Becauseatypical ICc containamorethanonelayer, eachlayeris photographea@andphysicallyremoved
from theic to exposethe next layer A noiseremoval algorithmis thenappliedto the pictures,which
arethenpassedo patternrecognitionsoftwarein orderto transferthe layer designinto a polygonal
representatiof the circuit. At the last stepa knowledgeablenumanexpertlooks at the polygonal
representatioandinputsthe designinto a standarclectronicschematiavith a CAD package.
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At thefirst few stageof the processerrorscanbeintroducednto the polygonalrepresentationf
the design. Errorscanexist in the form of noiseor simply be the resultof a physicalobstructionon
the layer beingphotographedTheseerrorscanintroduceinvalid component®r connectionswithin
the device, andthe mostcatastrophiof theseerrorsresultswhenthe power andgroundnetworks of
anic aretied directly together Sincethe typical first stepin determiningcomponenfunctionalityis
the determinatiorof power andground,theseshortcircuits or shortsmustbeidentifiedandcorrected
beforefurtheranalysiscanoccur It shouldbe emphasizedhatit is a very rapid procesdo determine
the existenceof a shorthoweverfinding thelocation of a shortis anothematter

In thecurrentwork flow, workersat OrisarInc. visuallyinspectthe polygonalrepresentatioof the
circuit in orderto find errors. To completelyremove all the shortsonepersonneedgo spendoneday
inspectingthe polygonaldataby runningsignaltracing. To make the searchfastey the searchareais
narroveddown by onequarterby runningsignaltracingon a quarterof theic atatime, theshortscan
thenbe quickly narraveddown to smallsub-rejions.

However this processperformedmanually is very time consuming.We proposea methodwhich
canbe easilyautomatedherebysaving valuableworker time andacceleratinghe processof reverse
engineering.

5.2 ProblemDescription

A modernic designcontainsin the orderof millions logic gatespackedinto a very smallarea. The
giganticnumberof devices,togetherwith minimal space createa problemfor designergo connect
theirlogic gate<efficiently. Thisis themainreasorfor themulti layeredapproactio Ic manugcturing.
A typicalic hasonelayerdedicatedo the placemenbf logic gatesandmultiple layersof wiring. This
is necessarpecausall thegateson thegatelayerarepackedasdenselyaspossible)eaving noroom
for interconnectingviresandconnectiorto the power supply

In a modernic therearemary morewiring layersthanlogic gatelayers,andtypically addinga
layerto anic translateslirectly into anincreasen the costof manufcturing. Thusarny manufcturer
triesto packthewires asdenselyaspossiblewithin the layerwithout violating the designrules. Be-
causean|c consistgpredominantlyof wiring, it is crucialto getthewiring designtransferegroperly
Therearethreetypesof wiring we canfind within anic.

e Pawverlineswhichwe will denoteasV,,. Theselinescarrythe positive chageinto the compo-
nentsof theic.

e Groundlineswhichwe will denoteasV,. Thesedinescarrythenegative chage.
¢ Signalline whichinterconnecthevariouscomponents.

e Vias,thisis theinterlayerwiring thatconnectaviresto wires,andwiresto logic gates.

Thetwo mainwiresthatwe will focuson arethe power linesandthe groundlines. On a normal
IC, the power linesandthe groundlinesform two disconnecte@domponentsUnfortunatelynatureis
againstusin this process.The errorsmentionedin the introductioncanadd wires that are not part
of thereal ic design,andcreateinadwertentconnectionspr shorts,betweenthe power lines andthe
groundlines.



5.3. APPROACHESTO THE PROBLEM 83

Figure5.1: A polygonrepresentationf wiresin anic.

Thewiresin thec arerepresentedsa setof overlappingpolygons.Eachpolygoncontainsa list
of verticesanda signalnumber The numberof verticesin eachpolygoncanbe very large although
mary of the polygonsarequadrilateralsThe polygonsarenot guaranteedo be cornvex, andthey can
varygreatlyin size. Thewiresaretypically laid outin aregularfashion thatis wiresruneitherparallel
or or orthogonako otherwires.

In the next sectionwe will explain the approachethatwe have consideredo solve this problem,
andthe choiceswve madeconcerninghefinal algorithm.

5.3 Approacheso the Problem

5.3.1 A Network Flow Method

If currentcanflow from a V;, pin to aV;,; pin, it mustgo throughoneof the shorts.Normally a short
is muchnarraover thana legitimatewire. Giventhe factthatthe wider a wire is, the more capacityit
bears,shortsbecomethe bottleneckof the network. This ideais alreadyusedin manualinspections
wherepower is appliedbetweentwo pins anda thermalimageof the circuit is madeto identify hot
regions.

We would lik e to simulatethis processn a computer Thefirst stepwould beto cornvertthecircuit
into a network. Our thoughtis to translatea givencircuit into a capacitatechetwork whereeachedge
in the network is a pieceof wire. This leave the problemof estimatingthe capacityof awire. Several
ideaswereproposed:

1. Startingfrom thescannedmage,we mayregardevery blackpixel asanodeof the network, and
assigneachedgecapacityone. This approacHeadsto a massve network, which may be too
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expensveto compute.

2. Startingfrom the polygonsrepresentationf awire, determinghedirectionof flow andestimate
the width of thewire. This processcanbe very comple< with mary specialcasesasa polygon
couldbeassimpleasa quadrilaterabndascomplicatedasa honcowex n-gon.

3. Anotherideais to extractthe network from the scannedmageby scanningthroughall pixels
vertically andlocatingjunctionsand edges.Eventhoughthe ideais very attractve, the group
felt thatit wasunlikely thatanalgorithmto do this canbe completedn thetime given.

We remarkthatupontransformingthe circuit into afinite capacitynetwork, we canusenetwork flow
techniquedo locatethe shorts. The max-flowv of sucha network is limited by the shorts,andthusthe
min-cutwill be on the edgesof theseshorts.We assumehatthereareonly a few shortsandthe sum
of the capacitie®f all theseshortsarelessthanthatof a narrov wire.

5.3.2 Signal Processingo Locate H-Junctions

Theobsenationthatshortstendto make H-junctionsbetweertwo legitimatewiresleadusto consider
patternrecognitionalgorithms.It wasfelt thatsuchanalgorithm,thoughit canidentify falsepositives,
couldbevaluablein localizingthe search. After someconsiderationit wasfelt thatsucha methodis

not sufficiently general.

5.3.3 Exploiting the Incidence Matrix

Sincetheincidencematrix encodeshe connectity of thecircuit, it seemgossiblehatwe candevise
a way by which the matrix is manipulatedso thatit separatesut into power andgroundparts,with
the shortsconnectinghem. To be ableto do this, we mustdevelop an objectve functionalsuchthat
whenit is minimized,the matrix segregatesasdesired.This appealingdeadeseresfurtherstudy

5.3.4 A Monte Carlo Approach

We corvert a circuit into a graphby letting the polygonsrepresentinghe circuit be vertices. If two
polygonsare connectedthen the verticesrepresentinghem are connectedoy an edge. With this
descriptionwe candefinethe lengthof a pathbetweenra pair of polygons.The nice featureof shorts
is thatit mustappeaion a pathstartingfrom apolygonontheV; (power) sideto apolygonontheV,
(ground)sideor vice versa. To utilize this obsenation, we randomlypick a pair of startingandend
points,andcomputethe shortesipathbetweenthemusingthe breadthfirst algorithm. We repeatthis
procedurealarge numberof times,andwe countthe numberof timeseachpolygonappearedh all of
thesepaths.

We claim thatthe polygonsfrom a shortwill have a highernumberof visits that otherpolygons,
thusallowing usto isolatepotentialshorts.This approachaswell asanimplementationaredescribed
in the next section.
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Figure5.2: The shortespathbetweerv, andv, in asimplecircuit.

5.4 A Monte Carlo Algorithm

5.4.1 Description of the Algorithm

To make it possibleto apply graphtheoryalgorithmsto the problem,we representhe circuit asan
undirectedgraphG. Theverticesof thegraphcorrespondo the polygonsrepresentinghe circuit and
theedgegepresentheconnectiorbetweeradjacenpolygons.For two verticesv, andv,, correspond-
ing to polygonsP and@), thereis anedgeconnectingy, andwv, if andonly if the polygonsP and@
toucheachother A pathbetweertwo verticesv, andv, in GG is a pathbetweerthe polygonsP and@
in thecircuit.

If a circuit hasa short, thenary path going from a polygonin V,; (power) wire to onein V,
(ground)wire mustpassthrougha short. Sincethereare only few shortsin the circuit, we would
expectmary pathsto go througheachof the shorts.Our algorithmrandomlychoosegpairsof vertices
in the circuit, connectshemthrougha shortestpath,andkeepstrack of the numberof visits to each
vertex of the circuit. While any pathbetweertheseverticeswould work, we choosethe shortespath
(seeFigurel.2). We expectthatthe shortswould bethe mostvisitedareasn thecircuit.

We keepacounterfor thenumberof visitsto eachof thevertices.At eachiterationof thealgorithm
we randomlychoosetwo verticesv, andv,. We thenfind a randomizedshortestpathfrom v, to v,
usingarandomizedrersionof thebreadthfirst seaich (BFs) algorithm.Thenwe increase¢hecounter
of eachof thevisitedverticesby 1.

We make alarge numberof iterations,andoutputa colourmaphighlightingthemostvisitedareas.
Thenwe manuallysearchor the shortsin the highlightedareas.
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The Algorithm
1) N = numberof trials;
2) For eachp, counter(v,) = 0,
3)Fori=1toN

3.1)randomlychooseverticesv, andv,;

3.2)find oneof the shortespathsfrom v, to v,

Up 1= Vg, V1, Va, ..., Vi =: U, USingarandomizedFs;
3.3)Forj=0to K
3.3.1)counter(v;) = counter(v;) + 1;

Endfor
Endfor
4) Outputa colourmapwith thevaluesof counter(v) for eachv, the polygonswith high counter
valuesarethe primary suspects$o betheshorts.

RandomizedFs is an algorithmwhich randomlychoosesne of the shortestpathsfrom Vp to V.
Detailswill beexplainedin theendof the section.

5.4.2 Analysis of the Algorithm

The mainideais thatevery time we choosev, from V;;; andv, from V;, or v, from V;, andv, from

Vaa, the pathfrom v, to v, mustpassthroughone of the shortsof the circuit. Next we estimatethe
probability that the chosenv, andv, arein differentwiring nets? Supposethat the portion of V,,

polygonsin the netis s, andthe portion of V;; polygonsis d, s + d = 1. Thenthe probability that
we choosev, from V,,; andv, from V, is ds andthe probability that we choosev, from V;, andv,

from V4 is sd, sothe probability thatvp andv, arechosenfrom differentwiring netsis 2ds. This
probabilityis almost50% if s andd arerelatively closeto eachother We expectthis to be the case
mostof thetime. Thefollowing tablesummarizeshe estimatecbutcomes

Theportions of V, | Theportiond of V;; | Theprobabilitythatv, andwv,
in thenet in thenet arechoserfrom differentnets.
10% 90% 18%
20% 80% 32%
30% 70% 42%
40% 60% 48%
50% 50% 50%
60% 40% 48%
70% 30% 42%
80% 20% 32%
90% 10% 18%

If therearek shortsin the circuit, theneachof the shortpointsgetsvisited

2-d-s-N
k
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timeson averagewhereN is thenumberof trials. We have

2.d-s-N N
k T 2.k

when s andd are closeto eachother This humberis much larger thanthe numberof visits to an
averagepolygonin thecircuit. Sothe shortsshouldgethighlightedby the algorithm.

A possibleimprovementto the algorithmwould be discardingparticularlyshortpaths. A typical
path connectinga point in V;, with a pointin V,, going throughone of the shortsandis generally
longerthana pathconnectingiwo pointson the sameside of the net. Hencediscardingshortpaths
would discardmorepathswhich connectverticeson the sameside,thusyielding a betterperformance
of thealgorithm.

Notethatthealgorithmis extremelyparallelizible.All thetrials canruncompletelyindependently
So the algorithm can be executedsimultaneouslyby arbitrarily mary machinesn parallel,andthe
visits statisticscanbe collectedat the endof therun.

5.4.3 The RandomizedBFS Algorithm

We usethe classicalsrs (breadthfirst searchlalgorithmfor finding a shortesipathin anundirected,
unweightedgraph. It is a classicalalgorithm describedn mary introductoryalgorithmsbooks. A
goodexpositionof the algorithmcanbe foundin Cormen[1]. We modify this algorithmin orderto
choosearandomshortespath.

After scanninghegraphfrom the sources andlabellingall theverticesaccordingo their distance
from s, we backtrackfrom thetargett in orderto find theshortespathfrom ¢ to s. Wheneverwe have
morethanoneway to backtrack,a randomchoiceis madeamongsthe possibilities. This procedure
diversifiesthe possibleroutesin congeste@dreasandthusavoidsfalsepositives.

5.5 Performanceof the RandomizedAlgorithm

On a typical circuit we will have approximatelyl0® nodesin the graph,with the numberof shorts
in the order 10!. The testingis donein increasingnode densityto approximatereal casesthis is
importantbecaus®ur methodworks underthe assumptiorthatthe numberof shortsarea few orders
of magnitudesmaller thusthe probabilityof it beinghit by ourrandomizedracingalgorithmis higher
thanarealnode.Thefollowing aretheresults.

In thefirst experimentwe have oneshortin betweerthetwo interdigitatedoowerandgroundwires
asshown in Figure5.3. The power wires are colouredred andthe groundcolouredblue. The short
is shavn asthe greenline in Figure5.3a. The resultof our algorithm,with 5000trials, is shavn in
Figure5.3b, it is evidentthatour algorithmhassucceedeth localizing the areaof the probableshort
shavn by theredwiresin the picture.

In the next experimentwe testedour algorithmon a circuit with a highernodedensity Thecircuit
containgwo shorts.It is clearthatour algorithmis ableto find alocal areawherethe shortoccurs(see
Figures5.4). Here, N = 5000 trials aswell.

In the next setof figureswe ran the algorithm on a circuit that has3 shorts. After a first run
involving 5000trials, only oneshortwasfound (Figure5.5b). We repeatedherun afterremaoving the
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(a) Initial figurewith oneshort. (b) Finalfigure.

Figure5.3: Localizationof 1 short.
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(a) Initial figurewith two shorts. (b) Finalfigure.

Figure5.4: Localizationof 2 shortsin 1 run.

shortfoundin thefirst run andidentifieda secondshortin Figure5.5d. A final run, afterremoving the
seconashortwasableto determinehelocationof thethird andfinal short(Figure5.5f).

We have numericalevidencethat our algorithm coupledwith simple heuristicsis capableof re-

moving all theshortsthatexist within agivencircuit model. We have alsotestedour algorithmonreal
datathatthe compaly uses.

Figure5.6ashovs acasefrom arealcircuit thathasbeenannotate@ndidentifiedby aknowledge-
ablehumanexpert. The white linesin Figure5.6bareareasour algorithmhasidentifiedaspossibly

containingshorts. This illustratesthat our algorithmcorrectlyidentifiedthe local areasnvhereshorts
occur
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5.6 Conclusions

Theteamhasimplementedandtesteda Monte Carlo approactcapableof localizing power to ground
shortcircuits. Any valid wiring network consistsof two unconnectegower and groundnetworks.
Thekey obsenationis thatgivenary two randomlychoserpointsin thewiring network, thereexistsa
relatively high probabilitythattheshortespathjoining thesetwo pointswill containashortcircuitif it
exists. Our algorithmexploits this relatively high probability of traversinga shortandhasbeenshavn
to be capableof detectingmultiple shortsof both simulatedandactuali c power wiring networks.
Thereareseveralwaysin which the proposednethodcanbeimproved. Theseinclude:

e Make betteruseof pathinformation.
¢ Incorporateknowledgeembodiedn theincidencematrix of the graphs.
e Exploit propertiesof thecircuits,suchasline widths.

We believe thatotherideasexploredin this reportdesere furtherinvestigation.
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(a) Initial figurewith 3 shortsbeforelstrun. (b) Final figurewith 3 shortsafter 1strun.

9 1
(c) Initial figurewith 3 shortsbefore2ndrun. (d) Final figurewith 3 shortsafter2ndrun.
(e) Initial figurewith 3 shortsbefore3rd run. (f) Finalfigurewith 3 shortsafter3rd run.

Figure5.5: Localizationof 3 shortsin 3 steps.
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(a) Theareaswvhereshortsoccur (b) Thehighlightedby our algorithmatfter5 iterations.

Figure5.6: Theresultof our algorithmwith realdata.
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